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BUSIBJIEHHS ATAK THITY DOS B MEPEKEBOMY TPA®IKY 3A
JOIIOMOI'OIO BEUBJIET-IEPETBOPEHHSA

Mema pobomu. Kinvricmos mepedicesux 6mopeHeHsb | amak Habupae éce Oiibl KpUmuuHi no3uyii, sKi
BUXO005IMb 3 OAHUX AHATIIMUYHUX aeeHmcme Kibepbesneku. Y 21 cmonimmi matidice 6ci opeanizayii He € na 100%
saxuweni. B opeanizayisx 3 nepeooumu mMexHOIOSIAMYU 3AXUCTY MONCYMb Oymu NpoOIeMHI MOMEHmU 6
KAI0U0BUX eleMeHmax - pO3YMIHHA 3108MUCHUKOM Gi0OMUX MEXHON02i 3axucmy. Y makux cumyayiax
BUKOPUCMAHHS THUUX CNOCO0I8 BUABNEHHI MOJCE OYMU KAIOYOBUM MOMEHIOM 8 3aXUCMI 8i0 Mepedcesoi amaKu.
€ Oe3niu memodie nepesipKu pieHs 3aXUWEHOCMI: aHAN3 Oesnexku cucmem i 000AMKi8, MeCMmy8aHHA HA
NPOHUKHEHHS, OYIHKA OOI3HAHOCMI NEepCoOHANy 6 NUMAHHAX IH@opmayitinoi Oesnexku i m.0. OOHak uepes
NOCMILHI 3MIHU MEXHON02IU, NOA8U HOBUX IHCMPYMEHMIB | 3MOYUHHUX 2PYN GUHUKAIOMb HOBL MUNU PUUKIG, 5K
BAJICKO BUABUMU 3d OONOMO20I0 MPAOUYIUHUX Cnocobié auanizy 3axuwenocmi. Ha yvomy mai naubinvu
noenubreHuti i npozpecusHuUti Memoo 00 mecmysanis Oe3nexu 3 NepemeoPeHHAM CUSHATY | BUBYEHHAM BXIOHO20
mpaghixy 6yoe 30amuuii NIOUWUMU PiBeHb HAOILIHOCMI MEPEiCL.

Memoou docnidxcennsn. Kibepamaxu 6 piznux gopmamax, ocodoaugo 6i0omi, nOCMIUHO GUMA2arOMy
besnepepsny OyiHKY 3axuweHocmi iHopmayitinux cucmem. Lfi ompumani Oawi HeoOXIOHI 0Nl 6UGUEHHs |
odocniodcenus Gaxisysmu Oas ix nodanvuioeo gukopucmants. OOun i3 nepcnekmuguux memooie Data mining,
AKUTL € NPOSPecusHUM 1 NO2TUOIEHUM MOICTUBO B8adNCAmU 6elignem-nepemeopents. Ancopumm eetigiem-
nepemeopertsi Cio 3acmocosysamu O aHanizy ouckpemuux oauux. Lle eadicnugo xoau nompibna eucoxa
weuoxicms 06pobxu ma aunanizy ingopmayii. llJo € axmyaroHum nyHKMOM 015 GUPTUUEHHS 3A80AHHS 3AXUCTLY
Mepedici inmepHem.

Ompumani pezynomamu. Buxonano auaniz aneopummie eeuignem nepemsopeHHs AK 018 OYUMCKU
6xi0H020 mpagiky 6i0 wymy, max i 05l 8UAGNEHHS Mepedicedoi anomanii. JJoKIaoHo po3enanymi 0CHOGHI emanu
3acmocysanns i peanizayii cucmemu 8UsGNIEHHS, WO BUKOPUCHOBYE NOPO20BI 3HAUEHHS ellgllem-Koepiyicumia
0151 BUSAGIICHHSL MepPedCcesoi amaxy i AaHoMalii.

Haykosa nosusna. Pospodnena modenv sussienns 6ionosioHo 00 eeKmugHO20 al2OpUmmy GeLieien-
nepemeopenisl, AKA KOMNIEKCHO CMeNCUmb 3d NOMOYHUM CMAHOM Mepedci, i NOBIOOMIAE Npu PUusUKu
BUHUKHEHHS HECTPUATAUBUX NOOTI.

Ilpakmuune 3nauennsn. Poszensioaroui mepeocesi amaxu muny DOS i npaxmuune peacysawHs Ha
MOJMCTUGI amaKu, y pasi 6UKOPUCIAHHA Geligilem-nepemeopeHHs Oid be3neKu, MONCIUBO NIOSUWUMYU 3AXUCT
cucmemu 3 8UABNEHHA 00 HenomiueHux 3azpos. LI{o6 3ynunumu 3106MUCHUKIE HA PAHHIX cMAOdiAX amaxu i
3anobiemu mamepianbHum 30umrkam 0ns 6i3Hecy cio 36epHymu yeazy came Ha yeti memoo Data mining.

Knwuosi cnoea: Dos-amaxa, getigniem - nepemeopenHs, NOPo2ose 3HAYEHHA  BUABILEHHA,
WYMO3HUICEHHS, Mepedcesuli mpaik, eelienem Qyukyis, areopumm Mania.
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OBHAPY/XEHUE ATAK THUITA DOS B CETEBOM TPA®UKE C IOMOLIIBIO
BEHMBJIET-IIPEOBPA3OBAHUSA

Ilenv pabomel. Konuuecmeo cemegvix emopoicenuii u amax Habupaem 6ce 0Oonee KpumuuecKue
no3uyul, KOMopas 6bIXO0AM U3 OAHHBIX AHATUMUYECKUX azeHmcme no Kubepbesonacthocmu. B 21 eexe noumu
6ce opeanusayuu He sgnsemca Ha 100% 3awuwensvi. B opeanuzayuax ¢ nepedosvimu mMexHOIOSUAMU 3AUUbL
Mozym 6bimb npobIeMHbIe MOMEHMbL 6 KIIOYEGbIX IJIeMEHMAX - NOHUMAHUE 310YMbIUIEHHUKOM U36ECTHbIX
MexXHONo2UTl 3auumyl. B makux cumyayusx ucnoavb3ogauue Opysux cnoco6o8 obHapycenus modcem Obimb
KAIOUeBbIM MOMEHMOM 8 3awume om cemegou amaxu. Ecmb MHONMCECmM80 Memo0o8 npogepku yposHs
3AUUWEHHOCMU: AHAIU3 OE30NACHOCMU CUCEM U NPUTONCEHUN, MEeCMUPOSAHUsl HA NPOHUKHOBEHUE, OYEHKA
0CBEOOMNIEHHOCMU NEPCOHANA 8 BONPOCAX UHpopmayuonnol bezonachocmu u m.o. OOHAKO yepe3 nOCMosHHbIE
UBMEHeHUsL MEXHONIO2Ull, NOSGNEeHUsL HOGbIX UHCIMPYMEHMOS8 U NPEeCMYNHbIX SPYNN 603HUKAIOM HOBble MUNbl
PUCKO8, KOMOpble MPYOHO OOHAPYIHCUMb C NOMOUBIO MPAOUYUOHHBIX CNOC0006 ananusa 3auuwennocmu. Ha
omom @oue Haubolee YenyONeHHLI U NPOSPECCUBHBIUL MemoO K MeCmupo8anuro 0Oe30nacHocmu ¢
npeodpaz06aHUsIM CUCHANA U USYYEHUeM 6xo0sujeco mpaguka Oyoem CcnocobeH UsMeHUms YpPOBeHb
HaoedNCHOCmU cemu.
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Memoowst uccnedosanusn. Kubepamaxu 6 pasnuunvix popmamax, 0COOEHHO U38eCHHblE, NOCHMOSHHO
mpebyIom HenpepuleHyI0 OYEHKY 3aUWUWeHHOCMU UHQOPMAYUOHHBIX cucmem. Dmu RnoayueHHvle OaHHble
HeobXo0uMbl OJisl USYYEHUSL U UCCAEO08AHUsL CReyuarucmamu Oisi ux OdarvHeuuwe2o ucnoavzosanus. OOHo u3
nepcnekmueHulx Memoooe Data mining, Komopwil s18Is€mcs RPOSPECCUBHbIM U Y2TYONEHHbIM MOICHO CHUMAMb
selignem-npeobpazosanus. Aneopumm gesiem-npeoopazo8anus ciedyem npUMeHImy 0isl AHAAU3A OUCKDEMHbIX
OauHbix. Dmo 8adxdCHO Koeda mpedyemcs 6blCOKAsl CKOpocmb obpabomku u anamuza un@opmayuu. 9mo
S6IILEMCIL AKMYANLHO OISl PEUleHUs] 3a0ayU 3auiunivl Cemu UHmMepHema.

Ilonyuennvie pesynomameul. Bvinonnen aumanuz aneopummos eeiigiem npeodOpa30eanusi Kax Oisl
OUUMCKU 6X005uje20 mpagurka om wyma, maxk u 01 oOHapyxceHusi cemegou anomanuu. I1o0podoHo
PACCMOMpPeEnbl  OCHOBHblE IMANbl NPUMEHEHUs. U pearu3ayuu Cucemmbvl OOHAPYHCEHUS. UCTIONbIVIOWYIO
nopozosvie 3HAUEHUs. BelBNen-KOeDUYUEHNOG 0151 OOHAPYIHCEHUSI Cemesoll amaKy U aHOMATUU.

Hayunaa wnosusna. Paspabomannas mooenv OOHApYdiCeHUs 8 COOMEEMCMEUU C epexmugHbLm
AneOpUMMOM  Belllem-npeobpazo8anus, KOMNIEKCHO YUUMbIGAIOWULl meKyujee COCMOAHUe Ccemu, U
VBEOOMAAIOWUL NPU PUCKE BOZHUKHOBEHUS HEONACONPUSAMHBIX COObIMULL.

Ilpakmuueckoe 3navenue. Paccmampueas cemeevie amaxu muna DOS u npaxkmuueckoe
peazuposanus Ha BGO3MOJICHble AMAKU, NPU UCHOIb308AHUU GeUBNIem-npeodpazoeanus Ot 6e30nacHocmu
MOJICem  NOGbICUMb  3AWUMY CUCHEMbL NO  BbISIGIEHUIO K He3aMeyenHbiM Yyepo3am. Hmobvi ocmanosums
3M0YMbIUAEHHUKO8 HA PAHHUX CMAOUAX amaKu U npe0omspamums MamepuaibHulil yuepb 01s busneca ciedyem
0bpamume GHUMAHUE UMEHHO Ha dmom memoo Data mining.

Knrwouesvie cnosa: Dos-amaxa, mepedcesa amaxa, eeligiem — npeobpazoeanusi, noodeieHue wymda,
nopozosoe 3HaveHue 0OHapydiIcenus, cemegol mpagux, eetigiem Qynxkyusa, arcopumm Manna.
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National University "Zaporizhzhia Polytechnic"

DETECTION OF DOS ATTACKS IN NETWORK TRAFFIC BY WAVELET
TRANSFORM

Purpose. The number of network intrusions and attacks is gaining an increasingly critical position, which is
emerging from the data of analytical agencies on cybersecurity. In the 21st century, almost all organizations are
not 100% protected. In organizations with advanced security technologies, there may be bottlenecks in key
elements - the attacker's understanding of known security technologies. In such situations, using other detection
methods can be key to defending against a network attack. There are many methods for checking the level of
security: analyzing the security of systems and applications, penetration testing, assessing the awareness of
personnel in information security issues, etc. However, through the constant changes in technology, the
emergence of new tools and criminal groups, new types of risks are emerging that are difficult to detect using
traditional methods of security analysis. Against this background, the most advanced and progressive method for
security testing with signal transformations and the study of incoming traffic will be able to change the level of
network reliability.

Methods. Cyberattacks in various formats, especially well-known ones, constantly require continuous
assessment of the security of information systems. These obtained data are necessary for study and research by
specialists for their further use. One of the most promising data mining methods, which is progressive and in-
depth, can be considered wavelet transforms. The wavelet transform algorithm should be used to analyze
discrete data. This is important when a high speed of information processing and analysis is required. What is
relevant for solving the problem of protecting the Internet.

Results. The analysis of wavelet transform algorithms is carried out both for cleaning incoming traffic from
noise and for detecting a network anomaly. The main stages of application and implementation of a detection
system using threshold values of wavelet coefficients for detecting a network attack and anomaly are considered
in detail.

Scientific novelty. The developed detection model in accordance with an effective wavelet transform
algorithm, comprehensively taking into account the current state of the network, and notifying at the risk of
adverse events.

Practical meaning. By considering network attacks like DOS-attack and practical responses to possible
attacks, using wavelet transform for security can increase the system's protection by detecting undetected
threats. To stop cybercriminals in the early stages of an attack and prevent material damage to the business, you
should pay attention to this particular data mining method.

Keywords: Dos attack, wavelet transform, detection threshold, noise reduction, network traffic, wavelet
function, Mallat algorithm.
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Problem Statement

Analysis of network traffic data is very important for detecting DOS attacks and
malicious anomalies. Many data mining techniques have been found to view data and use it
for security purposes. Fast and accurate search for content—based queries is critical to making
such numerous data streams useful. The need for analysis of network attacks and localization
of anomaly data by the Data mining method is growing. When considering important points
in the creation of a protection system, statistical data on the effectiveness of the method are
needed. In experimental research, it is possible to analyze the possibilities and effectiveness
of the analysis of the method in everyday use.

Analysis of Recent Researches and Publications

Wavelet transform(WT) is one of the most promising data analysis technologies, its
tools are used in various fields of intellectual activity. In contrast to the fast Fourier transform
(FFT), wavelet analysis allows you to select both frequency and time components of
variability, ie allows you to analyze the time variability of the frequency spectrum of the
process[1].

There is usually a distinction between discrete wavelet transform (DWT) and
continuous wavelet transform (CWT). CWT is the implementation of wavelet transform using
arbitrary scales and virtually arbitrary wavelets, while DWT uses orthogonal type wavelets
and two—level scaling. In the first case, a more detailed study of traffic behavior is possible,
while in the second faster conversion is achieved. In this paper we will consider both CWT
[2,3] and DWT [4,5].

Wavelet transform for traffic analysis in educational networks. Most research and
scientific Internet networks are used to analyze these networks. Reliability, security and
accuracy of such networks allow to make the exact analysis of a potential anomaly. This
anomaly can be considered as a network attack, noise and quarterly network loads. In [4] the
work on monitoring the university network is presented. It has been demonstrated that using
continuous wavelet transform (CWT) it is possible to analyze how the frequency content of
data changes over time. This depends on the time of the variable frequency information,
which is not available in other methods, such as FFT. This feature is considered in the
analysis of network traffic.

Figure 1 shows the network traffic data of the LSBU World Wide Web (WWW) in 3D
format in Figure 1-a and the corresponding 2D representation in Figure 2-b. The results show
that WWW traffic is very seasonal. These data respond to the busy day of the work week and
less active weekends. This agrees well with the quarterly updates in the system, which are
represented by the highest system activity. Also affects the periods of holidays and vacations.
WWW traffic data vary significantly during the day, the highest from 10:00 to 19:00 and the
lowest from 06:00 to 09:00.

2D network traffic data and 3D presentations, which have traffic for 24 hours and 365
days, help to best design and break down the structure of the system. With the support of the
WT method, it is possible to decompose network traffic data. With CWT, it is possible to
analyze data and show which is the most common data component issued over time.

Using the features of the CWT method, it is possible to see the general characteristics
of WWW traffic and easily identify the situation, which will allow you to accurately identify
the required part of the traffic, where there is a place of suspicious activity.
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Fig. 1: 3D—presentation (a) and 2D—presentation (b) of WWW-traffic data in the scheme of daily use [2]

Application of signal processing strategies that include Morlet wavelet. There are
various methods based on the host and network methods to monitor network intrusions in real
time, but they are limited in the context of detecting anomalies. In [3], in order to increase
security in modern network systems (MS), one method is to apply signal processing strategies
that include powerful CWT methods consisting of Morlet wavelet to detect any anomalies in
MS data. Percentage deviations were used to assess the quality of wavelet performance when
detecting abnormal events, such as port scans and DoS attacks.

Re—decomposition of WT is a summation of the signal, which shows a scaled and
offset version of the wavelet for the full time of the signal. Thus, the wavelet coefficients are
generated by this process, which is a function of scale as well as position. After applying
algorithm, the WT coefficients are produced at different scales using different parts of the
signal. The coefficients represent the results of the regression of the output signal performed
on the Morlet wavelet. The CWT is a time scale signal.

In the field of network intrusion, in order to detect anomalies in long—term data on
network traffic, CWT Morle seems to be a very promising candidate for the wavelet function.
This study limited the duration to one week, approximately 160,000 data points, and the
Morlet wavelet demonstrated its best performance.

Analysis of network traffic to detect attacks on digital product infrastructure.
Digital manufacturing integrates with all areas of human activity, including critical industries.
Therefore, the task of detecting network attacks is a key priority in protecting digital
production systems. In [4], an approach to analyzing the security of digital production is
proposed, based on the assessment of the posterior probability of a point change in time
series, based on the change in the DWT coefficient values in the time series of network
traffic. These time series allow us to consider network traffic from several points of view
simultaneously, which plays an important role in detecting network attacks. The attack
methods vary considerably. Therefore, to detect them, it is necessary to track different values
of different traffic parameters.

The proposed method has demonstrated its effectiveness in detecting DOS attacks
implemented at the application level. Time series built and based on the "number of HTTP
packets" parameter were used to detect this attack. Figure 2 shows the time series built by the
number of packets for traffic with suspicious activity.

In the figure 2, you can see 4 intense data jumps, and they all coincide with the attack
time. In this case, it should be noted that the developed method does not trigger false
responses. A noticeable jump after 1200 in the middle chart looks like an anomaly, but the
bottom chart showing the posterior value of the point change probability shows that the point
change probability is very small: less than 0.2.
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Fig. 2. Analysis of time series of abnormal traffic [4]

Thus, it has been experimentally proven that the developed method, which
demonstrates the application of the Bayesian algorithm to the parameters of time series of
network traffic, transformed using the wavelet transform, was effective.

Automatic detection of anomalies in network traffic. Automatic detection of
anomalies in network traffic is an important and difficult task. In [5] it was shown that to
create a wavelet analysis system for network traffic monitoring it is expedient to use Haar
wavelet vy,  (t), scaling function ¢n « (t), and fast wavelet analysis algorithm (Mallat
algorithm) to obtain the best result in comparison of IDS (Intrusion Detection System) Snort
and StopAttack with created on the basis of use of wavelet — transformation of the program of
the anomaly analyzer (AA).

Test verification of the developed method of substantiation of the threshold level of
anomalous activity of network subjects was performed using the MATCAD package. The
evaluation of the efficiency of the prototype of the automatic intrusion detection system was
carried out on the experimental section of the telecommunication network of the electronic
document management and interaction management system. The results of the experiment are
presented in Figure 3.

Intrusion type IDS Average time detection, sec.| Probability of detection,% | Accuracy rating
Snort 4,11 86 0,04
Port scanner StopAttack 3,86 84 0,0376
AA 3,8 94 0,028
Snort 2,08 72 0,0724
Denial of Service | StopAttack 1,22 79 0,0674
AA 0,98 84 0,05
Snort 2,78 66 0,023
Serverattack | StopAttack 2,46 70 0,046
AA 2,28 84 0,049
Snort - - =
Spam StopAttack 3,6 80 0,043
AA 3,15 86 0,0469

Fig. 3. Results of the comparative characteristics of IDS [5]

In comparison with the known IDS, the proposed AA solution takes higher
characteristics: speed by 10—12%, probability of missed attack by 12-22%, with a permissible
level of probability of false alarm 5% and with a probability of detection of 78—88%.

Purpose of the Study
With a continuous change of parameters for the calculation of the wavelet spectrum
requires large computational costs. Most wavelet functions are redundant. It is necessary to
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sample the parameters while maintaining the possibility of restoring the signal from its
conversion. To begin the analysis of traffic on the chosen technology it is necessary to apply
WT and to choose effective tools of wavelet analysis. WT is a signal in the form of a
generalized series or Fourier integral on a system of basic functions, which are constructed
from the parent (original) wavelet due to time shift operations and changes in time scale. The
use of wavelet spectrum will determine the time of onset of signal frequency changes [6].

One of the methods for processing noisy signals is trasholding. It represents the
decomposition of the considered signal into a wavelet spectrum with its subsequent
processing [7]. When considering a discrete signal, the study needs to check the correctness
and effectiveness of methods for suppressing the noise part of a typical signal. Using WT with
subsequent reconstruction, it is possible to obtain a signal without degrading its quality.
Together with noise cleaning and the use of an effective algorithm WT, it is possible to
identify an existing network attack by an anomaly threshold.

Description of Main Material of Research

Purification of noise from the analyzed signal. Noise is considered to be high—
frequency components of the signal. Noise reduction is an important process of eliminating
noise from a useful signal in order to improve its subjective quality or to reduce the level of
errors in transmission channels and digital data storage systems.

All recording devices, both analog and digital, have properties that make them
susceptible to noise. The noise can be random and incoherent, ie not related to the signal
itself, or coherent, introduced by recording devices and processing algorithms. Often in the
communication lines, the signals are exposed to interference "white noise", which create
detailed coefficients with a high content of noise components that have large random
emissions of signal values.

Traditionally, to solve these problems, the method of noise attenuation of high—
frequency components of the spectrum known from the practice of filtration is used. In
addition, using wavelets, there is another method — limiting the level of detail coefficients. By
setting a certain threshold for their level and "cutting off" the coefficients below this
threshold, you can significantly reduce the noise level and compress the signal.

In discrete wavelet transform, the signal is decomposed into approximating
coefficients representing the smoothed signal and detailing coefficients describing the noise
oscillations. Therefore, the noise component is better reflected in the detail coefficients. Such
components can be removed using a reset procedure or recalculation of the detail coefficients,
the values of which are smaller than the threshold value. The most important thing is that the
threshold level can be set for each factor separately. This allows you to build adaptive to
signal changes methods of cleaning from noise.

There can be different types of restriction thresholds: soft or flexible and hard or hard.
At the same time various rules of a choice of a threshold are established: adaptive, heuristic,
minimax.

The procedure of threshold processing, or "thrasholding", today, is a promising tool
for "cleaning" signals from noise (high—frequency components).

The quality of signal attenuation and, therefore, the degree of increase in the signal—
to—noise ratio depends not only on the type of thrasholding function, but also on the method
of its application. Depending on this, thrasholding is divided into global and local, and local
in turn into general and multilevel.

From the study [8] the size of the remote noise signal is much smaller than the output
signal, so the data will take up less space and is better suited for transmission over the
Internet.
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Choice of wavelet basis. WT offers a large set of data processing tools that help to
divide the output signal into components and see its structure at different scales. The choice of
wavelet base is an important issue before starting the detection procedure. But there is no
universal method that will offer a choice of wavelet basis. The choice of the wavelet, leaving
the study of the received signal, most often depends on the output signal [9]. Because
wavelets have good frequency—time adaptation, they can be a handy tool for studying the
frequency characteristics of a signal.

According to the frequency approach, the resulting range of wavelets can be divided
into two components - low-frequency and high-frequency. The frequency of their separation
is equal to half the sampling frequency of the signal. The main idea is to use a wavelet basis,
each function of which characterizes both a certain spatial (temporal) frequency and the place
of its localization in physical space (in time).

Function, which is usually called a wavelet, highlights the details of the signal and its
local features. Functions that are well localized in both the time and frequency domains are
usually selected as analytical wavelets.

Today there are whole wavelet families: Haar, Dobeshi, Simlet, Koiflet, Meyer,
Gauss, Shannon, biorthogonal and others, each of which has certain advantages. The Haar
wavelet has a compact media and provides signal and function reconstruction. Each function
is strictly localized in physical space (in time), but is characterized by a slowly decreasing
frequency spectrum. That is, spatial (temporal) and frequency characteristics cannot be
measured simultaneously with arbitrarily high accuracy. The advantages of the Haar basis are
that fast algorithms for fiberboard execution have been developed for it [10]. The
decomposition of the signal in the system of basic Haar functions has the following structure.
The first basic function is a straight line. In the case of a normalized basis, the convolution of
the first basic function with the output signal will determine the average value of the function.
The following basic functions of the Haar decomposition are scaled by the degree of two
shifted steps. The system of basic Haar functions in a discrete space must be given by two
parameters(1) — shift and frequency:

1 t-b (1)
Pap(t) = \/aqo( )
where ¢, (t) — Haar basis function,

a — frequency of the basic function,

b — shift.

Studies [11] have shown that it is advisable to use a Haar wavelet to monitor network
traffic, because with a high reliability of a significant criterion a, the type of wavelet has a
significant impact.

Choice of wavelet transform algorithm. The essence of Mallat algorithm operations
is as follows. Representation of the signal in the form of a set of successive approximations of
the approximating and detailing components to which a set of filters is used — low—frequency
and high—frequency. First, the signal is passed through a low—pass filter, resulting in
approximation coefficients that characterize the global trend of the series under study. The
output sequence is also passed through a high—pass filter, with the output of the detail
coefficients that characterize the local features of the data series. To increase the frequency
resolution, it is possible to re-decompose for the approximation coefficients of the previous
level. In the context of intensive exchange of network traffic components, there will be even
more interest in analyzing local data features to detect threats using parameters generated
from traffic data to improve the detection of low—duration and high—intensity network attacks.

WT with a consistent increase in the values of the components of traffic leads to the
form of rapid iterative calculations of wavelet coefficients. Equations of fast iterative
calculations of wavelet coefficients provide realization of fast WT one—dimensional
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numerical series on the basis of pyramidal algorithm of calculation of wavelet coefficients
(Mallat algorithm).

Using discrete wavelet — packet transformation. When considering discrete wavelet
packet transformation (DWPT) according to Mallat algorithm [12], the signal is split at each
step. High—frequency and low—frequency components are obtained and the high—frequency
component is cut off. Because the low frequency region contains more information about the
output signal than the high frequency region. Recognition by wavelet coefficients, which are
several times less than the signal discrete, will reduce computational costs [13].

The use of DWPT provides a wider part of the frequency range than DWT. From the
set of possible bases of wavelet decomposition at all levels of detail, values with the condition
are selected experimentally taking into account time constraints. That is, on which the
abnormal state of traffic is most clearly manifested.

It is proposed to use the criterion of minimum entropy as a criterion for choosing the
optimal basis. It characterizes the level of averaging and determines the number of significant
coefficients of the traffic model. The criterion is the ratio of variances and mean DWPT
coefficients. The adaptation of the decomposition level selection is as follows. If at any level
of DWPT there is an excess of the upper threshold, the decision on existence of an anomaly is
made. If at this level the lower threshold is exceeded, then there may be an anomaly in this
place. Then further wavelet decomposition is performed to the next level, at which the
analysis is performed again. This happens until the value of the relationship exceeds the upper
threshold. This will indicate possible attacks. Or it will stop exceeding the threshold at all.
This will indicate the absence of anomalies. In Figure 4 shows graphs of outgoing traffic (top
right). Also shown is the optimal decomposition tree (top left) and the restored random
component of traffic on one node (6.1) (bottom left). The anomaly in this case is the result of
a SYN-Flood attack. Because on the restored random component of the signal, the peaks
coincide on the time axis with the anomalies in the output traffic. Anomalies are well
localized by inverse DWPT when using sample nodes of the optimal decomposition tree. A
window similar to the main menu of the ToolBox Wavelet — wavemenu with the selected
option — wavelet—packet 1-D was used to conduct the experiment.

Best Tree «10° Analyzed Signal : length = 25179

\!tél \[‘” Abnormal signal fCoeticents for Temmina!l Nodes
/ \\ behavior associated
with the attack

frequency ordered coefficents

L
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Fig. 4. Results of wavelet packet decomposition by Haar functions
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Conclusions

According to the results of the study, it can be concluded that there is a vulnerability for
MS, according to which an attacker can implement a DoS—attack, or another network attack,
which can be specially configured for certain protection limits. Then the presence of detection
by WT will significantly increase the possibility of detecting such an attack. During the work,
we developed our own method of detecting anomalies and network attacks based on the
integration of the wavelet packet model of network traffic in the interactive development
environment Matlab, namely, identified a number of parameters that are taken into account
when implementing WT.

Considering the features of this work, we can make the following recommendations:

e network traffic anomalies can be divided into two major classes — short—term and

long—term.

e application of the Haar wavelet function to improve the correct detection characteristic

in WT-based detection systems;

e when changing the length of the wavelet filter, it is possible to observe an increase in

the detection efficiency.

e the analysis of efficiency of algorithms of WT that in general makes 70-94% of

correct detection of an anomaly is carried out;

e when using WT, a jump in the energy distribution dispersion becomes noticeable,

which can be recorded at an early stage of the attack, well ahead of the accumulation of

overload, which makes it effective for detecting the attack;

e promising is the method of detecting network traffic anomalies using entropy [14];

e Mallat algorithm makes it possible to analyze the frequency-time representation of the

signal on low—frequency and high—frequency components, which provides the ability to

localize signal anomalies of different types;

e use of DWPT, which significantly reduces computational costs in the decomposition of WT
components.
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